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Imagine turning on your PC and finding 
out that you can no longer work.
Any document you are trying to open 
from network folders is unreadable, the 
company management is not respond-
ing, the company site has disappeared, 
all company tools return an error ...

This is what can happen if you are a 
victim of a cyber attack. Unfortunately, 
it is what happened to one of our clients 
after the infiltration of a Cryptolocker.

Cryptolocker is a Trojan virus, a variant 
of Ransomware that infiltrates into sys-
tems by systematically attempting to 
access every available resource on the 
network in order to encrypt all data, ef-
fectively making unreadable and unre-
coverable all the files it can write.
Often, in fact, the cryptographic keys 
used by these viruses are so complex 
that it would take many many years of 
calculations to be able to remove the 
encryption from the corrupted files.
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The Problem



There are two possible ways to get back 
your data within acceptable time:

• Pay the hacker who caused the cryp-
tographic key damage;

• Restore data from your backups.

In the first case the costs are exorbitant, 
through the use of an untraceable digi-
tal currency called BitCoin, hackers can 
ask for a figure (equivalent in real curren-
cy) which stands between 2500 and 6000 
euros.
The transaction is not traceable and no 
one can ensure that the hacker in ques-
tion will deliver the “redemption”, or how 
long it may take to decrypt.

Fortunately, our client had previously 
turned to
PromiGroup (ex Project Milano) for the in-
stallation, configuration and safeguard of 
his backups.
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Installation, configuration
and safeguard of backups.



PromiGroup

PromiGroup and Veeam,
together for

the safeguard
of company data.

Thanks to the use of Veeam Backup & Rep-
lication, in fact, we implemented a backup 
system that allowed the recovery of 6 servers 
in less than a working day, along with all the 
systems and company data. These backups 
were in fact confined to a secure Repository 
from any intrusion attempt, also thanks to 
Veeam’s proprietary security systems.

Although our client’s operations were tem-
porarily and completely blocked, thanks to 
Veeam, he was able to make use of a Dis-
aster Recovery plan that restored the entire 
IT system, quickly returning full and complete 
company operations.

Our staff has been present at the custom-
er’s site since the early hours after the an-
nouncement of the disaster and supported 
its IT staff at all stages, from the identification 
of the origin of the virus to its elimination, up 
to the coordination of the restoration and 
finalization procedures.

The solution
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